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Introduction
A safe password is one that cannot easily be guessed by another person and cracked by a hacking
program. Mechanically password hacking programs are now readily available on the internet and
can easily decode passwords that contain dictionary entries or simple repetitions of letters and
numbers,
APU has created this guide to be observed below so that all students, faculty and staff can safely
use its various information services and systems. This guide applies to all students, faculty and staff

using APU's facilities and resources.
Who is This Guide For?
This guide is for all APU-Net users.
Guide
Requirements for a Safe Password
o Do not use your name or other personal information that can be easily guessed
o Do not use English words or phrases so-called dictionary words

o Set your password based on the following rules:

Must be between 8 and 16 single-byte alphanumeric characters

Must contain uppercase letters, lowercase letters and numbers
The available symbolis '#% ()-=@[:+*]<.>

Examples of Unsafe Passwords
o Your User ID
o Your name, the name of a family member, or a pet's name
o Your phone number, postal code, date or birth or other data that others can easily guess
o Your faculty/staff or student ID number
o Simple English words that would be in a dictionary
o Reverse spellings (e.g., oita — atio)
o Repetitions of the same letter (e.g., aaaaa)

o Strings of characters that are too short
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Tips for Using and Storing Passwords

A safe password is meaningless if someone else finds it out. Once you set a password, please remember

the following:

o Memorize your password.

o Never give your password to coworkers, faculty members, students or

classmate, and never ask someone for his or her password.

o Never send passwords by e-mail.

o Never write passwords in a notepad or post them on your monitor.

o Never let web browsers remember passwords for you.

o Never use the same password for multiple accounts or systems.

(Note: This does not apply to APU's single sign-on

environment.)

(*Single sign-on = A process that enables users to access multiple system with one login)

* This guide was created based on the Ministry of Internal Affairs and Communications' "Information

Security for You'

URL:

"homepage (Japanese only)

http://www.soumu.go.jp/joho_tsusin/security/business/admin_03.htm

Changing Your Password

Please change your password based on the requirements listed above. You can change your

password by clicking on the "Change Password" icon at the Campus Terminal screen.

¢You can only change your password from 9:00 to 22:00 Japan time.

1. Log in to the campus terminal and click "ChangePassword".

_APU Campus Terminal ooe Logat
HOME | School Affairs Posting | Syllabus
Information [R——

0 Mew Messages 2017/2/2
2/1 (Wed) NEWAdvance Motice: Multicultural Gamp Leader Recruiting/ BHIEH: Multicultural Gamp') —% —&5% 16:29
2/1 (wed)  NEW 47529 BFRTE] / Winter Session Timetabls BLogin User
2/1 (wed)  NEW [ Today] On-Carnpus Part-Tire Wark Registration and Siening Ernplayrment Contract Session / A% BRHE2M7 )10 511 |
2/1 (Wed) WEW{Request)Repair work of Rotary interlocking (pavement) at Front Entrance / (B EBL ) IE@EZBEO—42)- F|
2/1 (Wed) NEWRegarding the reservation for hish-way express buses bound for Fukuoka / SRR TTZEE I 2O FHICD 2 | Menu
2/1 (Wed) NEW16FA Grade Info 17SP Registration/ 16FK AT R - 1 7B BIEE T % [HEnter Public
1/31 (Tue)  Advance Notice: Multicultural Gamp Leader Recruiting/ Fii540: Multicultural Gamp!) —4 —H T Messaze
1/31 (Tue)  Resister for the IMAT Open Lecture (English) BEnter ]nlof’matiun
1/31 (Tue}  For all students who need to take a leave of absence for military service / ETIC LU RFERLETETY ngtqi:régnom
1781 (Tue)  Journal Photography on Campus on January 31 and February 3 / 1A31H, 2A3E REO @O0, 5 Specify Address
1/30 (Mon)  APU in the media / APUXF (73 [ Messages
1/30 (Man) rrianaba course Library function available / mansba course S5\ tEE FIRRRIGMERISTE 5 Messazes Serd List
1/30 (Man) LimeSurvey 250BMHBE-E RS0 &) 5 APU Girail
1480 (Mon) CAUTION: Protect yourself from influenzal /3B A 2L T ISEBLELLD L ! (5] Mailing List
1/27 (Fri) Guestionnalre about Emglish translations of sightseeing spots in Kyushu/ [EFEE 1AM O BRY SR ST RATICRE 0%,
1727 (Fri) [International Students Only]Reduction of National Health Insurance [ EIFES*4 (0 2 1B R R EIRBEBIOD I B
1727 (Fri) SRR IC IR BT S c =T SF~ / Verification of Job Hunting Activities — Procedure during 5] User Type
1/26 (Thu)  WIREEHS I R 7 4 (RESAS) EHD — 722970 %P/ Workshop for using “RESAS” Link
1725 (wed) EHEHFEEIF —UCRR) OB / Advanced Guide to INTERVIES (Must Know info) .B Garmpus Terminal
1/25 (Wed) [ Today] Om—Carmpus Part-Time Work Rezistration and Siening Ernployment Contract Session / IR BRERIE A7 L0 i1 Manuz!

Cwen | o Temin
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2. Enter user ID and password before changing from the user setting login screen.
Then click the login button.

RRITEUHEIKHN

A=HREDIS N
{User Setking Login)

3. Confirm the password policy, enter the new password and click "Save"

R ritsumeikan T

KUS—  OIPTR
d Policy)

D02 >a—H1E%
(Login User)

oecHFHEEE &h

SEE=rTT INRD—RZEE
Q, (changing your passw (changing your password)
ord)

BEEEPINF AT A PU—LONYI BFA N, Linux>Az by I—A
Y—l. BELAN. VPNES, F— T EES0Y - AEFAETSBO/K
“ I—EE RI—REEEENET .

(User Settings)

you can change the password of following services, to log in computer of the information classroom and
the multimedia room, E-mails, the Linux system, the course tools, wireless LAN, the VPN connection, and
the gateway connection, and etc.

<JRI—FRUS—> < Password Policy >
ANEESFE : 8 XFBLE 16 XFRF

Must be between 8 and 16 characters and be made up of one-byte letters and one-byte numbers.
FANZ, RINF. BFEBE

(Must contain BOTH letters(both uppercase and lowercase) and numbers.)

MRS RERTEETT. The following symbols can be used.

t#%()-=@[:+*1<.> 1#%0-=@L+*]<.>

B& GEF) oecHIFBEE
& (0—<F) KYOINTest
A=WF LA

ksys01@apu.ac.ip

F)SAD—F (New Password) ‘ |

AT~ @A) (Confirm New Password) \ |

4. A confirmation dialog will be displayed, and click "OK".

Web A —JhEDArE—3 X

% Ex-07M
| EiTLEEhn 7

Do wou execute?

Foo |
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5. If the following message is displayed, password change is completed. Please click "OK" to finish.

R RITSUMEIKAN

b Iy "

stira-vae O-FE
{dwrge pow pais {chamging your password)

X078
2k .
| | A A AT LT

K P EEEE
—EAS T R T A
Lipselabe o ramgpde beid.,
Mepse Close sl browssrs anos yoi change The paeswsed,

[ Contact Information]
Please contact the Information Systems Office with any questions or comments.
Information Systems Office
Location: Building D, 34 Floor  Hours: Mon-Fri,
10:00-16:30 Email: system@apu.ac.jp
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