Multi-Factor Authentication: Smartphone App Additional Setup Guide

This is a manual for those who have already set up an authentication method other than
Microsoft Authenticator and want to add Microsoft Authenticator. Install Microsoft Authenticator
on your smartphone and add the settings. This manual will show you how to set it up using a PC

and smartphone.

STEP.1 Install the Microsoft Authenticator App

Operating on a smartphone

@ Install the [Microsoft Authenticator] app from the App Store or Google Play.

STEP.2 Add Microsoft Authenticator as an authentication method

Operating on a computer

@ Using a web browser to sign in to the Multi-Factor Authentication page
(https://aka.ms/mfasetup) with your APU email address and password.

You will be asked to authenticate your device if it has already been set up, so please authenticate
based on your settings. (The image below is an example of when your phone number has already
been set up.)
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https://aka.ms/mfasetup

@ The [Security info] screen will open, so click [+ Add a sign-in method].
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© On the [Add a sign-in method] screen, click [Microsoft Authenticator].

Add a sign-in method X

Approve sign-in requests or use one-time codes

. . .
‘ Microsoft Authenticator

IEI Hardware token
Sign in with a code from a hardware token

Q:) Alternate phone

Get a call or text to sign in with a code

Q:) Office phone
Get a call or text to sign in with a code

O When the [Start by getting the app] screen appears, click [Next] as the app has already been
obtained in STEP.1 of this manual.

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, cho

want to use a different authenticator app




@ When the [Set up your account] screen appears, click [Next].

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.
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@ Display the [Scan the QR code] screen.

Microsoft Authenticator

Scan the QR code

app with your account.

After you scan the QR code, choose "Next”,

Can't scan image?

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
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Operating on a smartphone

@ Launch Microsoft Authenticator, [Add account] > [Work or school account] >Tap [Scan QR

code] and read the QR code on the screen in step @.
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Any Microsoft account or other type of
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Sign in
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Q If the following screen is displayed when you start up for the first time, tap [Accept], [Continue], and [Skip] until the
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[Add Account] button appears.
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Microsoft Privacy Statement
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@ In order to use the Microsoft Authenticator, it needs permission for notifications and access to the camera from the app.

@ Verify that your APU account was automatically added to Microsoft Authenticator.
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Operating on a computer

@ Click [Next] on the [Scan the QR code] screen, and the [Let's try it out] screen will appear.
Verify that a 2-digit number is displayed.

Microsoft Authenticator

Let's try it out
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Approve the notification we're sending te your app by entering the number shown below.




Operating on a smartphone

@ When Microsoft Authenticator displays the message [Are you trying to sign in?], enter the two-digit

number shown on the screen in @ and tap [Yes].

Are you trying to sign in?
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Enter the number shown to sign in.
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No, it's not me Yes

Operating on a computer

@® Click [Next] on the [Let's try it out] screen, and when you see [Notification approved], click [Next].

Microsoft Authenticator

Notification approved
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@ When the [Success!] screen appears, click [Done].

Success!

Great job! You have successfully set up your security info, Choose "Deone" to continue signing in.

Default sign-in method:
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Microsoft Authenticator




@® On the [Security info] screen, make sure Microsoft Authenticator is added as a sign-in method.

R risumeikan | my sign-ins

R Overview Security info

These are the methods you use to sign into your account or reset your password.
roy Security info

. Default sign-in method: Microsoft Authenticator - notification Change
Ll Devices

Q d -+ Add sign-in method
asswor

%,\ Phone = A W Change Delete
E=d Organizations

Last updated:
8 months ago

P d
g Settings & Privacy L] Password @

@ Recent activity @&y Microsoft Authenticator - '
Y I & Push multi-factor authentication (MFA) - Delete

Lost device? Sign out everywhere

® To reduce security risks, we recommend using an authentication app. Make sure your default sign-in method is set to

Microsoft Authenticator.

@ Click [X] to close your web browser.



STEP.3 How to sign in using Microsoft Authenticator

If you are prompted for multi-factor authentication, try signing in using the following methods

Multi-Factor Authentication is required when signing in from an off-campus network such as at home,
a public Wi-Fi network, or a mobile phone network.

@ Enter your APU email address and password on the university’'s authentication screen, and click
[Sign in].

@ A two-digit number will be displayed on the [Approve sign in request] screen.
Enter the number into the Microsoft Authenticator of the device you set up, and then tap [Yes].
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Approve sign in request

G Open your Authenticator app, and enter the
number shown to sign in.

Mo numbers in your app? Make sure to upgrade to
the latest version.

I Don't ask again for 90 days I

| can't use my Microsoft Authenticator app right now

More information

® You can remember Multi-Factor Authentication information as follows.
- Web browser: 90 days if you check [Don't ask again for 90 days] when signing in.
- Desktop application: One-time authentication for a long period of time regardless of the above

*Some desktop applications behave the same as web browsers
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