Multi-Factor Authentication: WinAuth Initial Setup Guide

This is a manual for installing and configuring WinAuth on a Windows PC.

STEP.1 Install the WinAuth OTP Software

Web Browser

@ Use a web browser to download the latest version of WinAuth.
https://winauth.github.io/winauth/download.htm]

€ WinAuth

Portable open-source Authenticator for Windows

Download

This program is free software: you can redisfribute it and/er medify it under the ferms of the GNU General Public License as published by the Free Software Foundation,
either version 3 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of MERCHANTABILITY o FITNESS FOR
A PARTICULAR PURPOSE. See the GNU General Public License for more details.

*You should have received a copy of the GNU General Public License along with this program. If not, see niip-/www.gnu org/icenses,

Clicking any of these links or downloading the WinAuth software constitutes unconditional agreement and acceptance of this license

WinAuth Version 3.5
This is the latest stable version of WinAuth.

WinAuth 3.5.1K2016-06-07)

DS iDs: 00

(Windows 7 / 8¢ 10 requires Micsosoft NET Framemork 4.5)

@ Open the downloaded zip file.

© Move the extracted file [WinAuth.exe] to the location of your choice.

® You can also create a shortcut on the desktop.


https://winauth.github.io/winauth/download.html

STEP.2 Initial Setup for Multi-Factor Authenticatior

Web Browser

@ Using a web browser to sign in to the Multi-Factor Authentication page
(https://aka.ms/mfasetup) with your APU email address and password.

@ \When the [More information required] screen appears, click [Next].

R RITSUMEIKAN
=T =k@apu.acjp

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

© When the [Start by getting the app] screen appears, click [I want to use a different authentication

app] as this manual will set up the authentication method using WinAuth.

Microsoft Authenticator %

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Mext".
I | want to use a different authenticator app I

O On the [Set up your account] screen, click [Next].

Authenticator app X

Set up your account

In your app, add a new account.



https://aka.ms/mfasetup

@ On the [Scan the QR code] screen click [Can’t scan image?].

Authenticator app X

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next",

@ Your [Account name] and [Secret key] will be displayed, so copy the [Secret Key].

Authenticator app X

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Mext".

Can't scan image?

Enter the following into your app:

| Account name: FEGEA TR .= @apu.acup‘ b |

Secret key: il ¥ = =prealf) ]

@ Launch WinAuth.exe from the location in Step.1, then click [Add] --> [Microsoft].

- X

WinAuth

Click the "Add" button to create or import your authenticator

Authenticator a




® Enter the information as shown below on WinAuth's [Microsoft Authenticator] screen, then click
[Verify Authenticator].

Microsoft Authenticator

ame: |apy _4:/{
L j "APU" (optional)
lecen @ =. O == O E‘

1. Login inta your Microsoft account at account live.com

2. Click the Security Info option.

3. Click "Set up two-step verificatior’. If you dont see it, you must first
verify an alternative email addrass.

4. Click Next.

5. Select the Authenticator App. You could alse download Microsoft's

Authenticator app onto your smartphone so you can set it up on both
6. Click "l cant the bar code” underneath the QR code image.

7. Erter the Secret Key in the field below:

1 | r
l \L Paste the copied secret key from @

8 l Verify Authenticator l
9

Erter the following code to verify it is working
[] Allow copy?

10. IMPORTANT: Write down you Secret Code and store it somewhere
safe and secure. You will nead it if you aever nead to
authenticator

0K Cancel

© Make sure that a six-digit number is displayed in [9. Enter the following code to verify it is working]
on the [Microsoft Authenticator] screen.

- X

Microsoft Authenticator
MName:  APU
lcom @ .. (@] -- @] f‘

I K] J
1. Legin into your Microsoft account at accourtlive.com
2. Click the Security Info option.
3. Click "Set up two-step verification’. If you don't see it, you must first
verify an alternative email address.
4. Click Next.

5. Select the Authenticator App. You could also download Microsoft's
Authenticator app onto your smartphone so you can sat it up on both
&. Click "l can't see the bar code” underneath the QR code image.

7. Enter the Secret Key in the field below:

-

8 Verify Authenticator

9. Erter the following code to verify it is working

000 000 [ Allow copy?
—
10, IMPORTANT: Write down you Secret Code and store it somewhere
safe and secure. You will need it if you ev )
authenticator.

2r nead to restore your

oK Cancel




Web Browser

@ On the [Scan the QR code] screen in your web browser, click [Next].

Authenticator app X

Scan the QR code

Use the authenticator app to scan the QR code, This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next".

Can't scan image?

Enter the following into your app:

Account name: FEEEAIGEE ..n Dapuacip [}

Secret key: mil? - =prulth ]

Back Next

@® On the [Enter Code] screen, enter the 6-digit number in @ and click [Next].

Authenticator app x

Enter code

Enter the 6-digit code shown in the Authenticator app.

I Enter code I

XXX XXX

= E

WinAuth

@ On [Microsoft Authenticator] screen, click [OK].

- X

Microsoft Authenticator

Name: |APU

on". If you dont see it, you must first
mail address.

8 Verify Authenticator
9. Erter the following code t ify it is working.
*e0® 000 [[] Allow copy?
—

where

e

10. IMPORTANT:
safe and secure
authenticator

Yo




@® When the WinAuth [Protection] screen displays, check both [Encrypt to only be useable on this

computer] and [And only by the current user on this computer], then click [OK].
® If you do not require a WinAuth startup password, uncheck [Protect with my own password].
To set a startup password for WinAuth, check [Protect with my own password] and enter a password of your choice in

[Password] and [Verify].

1
n
x

Protection

w you would like to protect ssword is strongly recommended, otherwise your
be read and stolen by malware
Protect with my own password
Your authenticators will be encrypted using yo and you will need to enter your password to open
NinA authenticators wi et your password and you do not have a backup.

W Encrypt to only be useable on this computer

B And only by the current user on this computer

Lock with a YubiKey

Use Slot Configure Slot

—

@ Right-click the WinAuth screen and click [Auto Refresh]. (A six-digit number will be displayed.)

- X

WinAuth

m APU
= 4 APU

Set Password...

Al Copy Code

Show Secret Key...

Delete

Rename

I Auto Refresh

Copy on New Code

lcon >

Shortcut Key...

Sync Time

@ Once you have confirmed that [Authenticator app] has been added to the [Security info] screen,

the setup is complete. Please close WinAuth and your web browser.

R rsukean | my sign-ins

2 Overview Security info

These are the methods you use to sign into your account or reset your password.
;Q; Security info

Default sign-in method: Authenticator app or hardware token - code

L Devices
+ Add sign-in method

Q, Password

Last updated:
[=++]  Password & P
E=1 Organizations 3 months ago
: . D Authenticator app
Sett &P /
EI stings rivacy |_| Time-based one-time password (TOTP)

Y0 Recent activity
Lost device? Sign out everywhere




STEP.3 How to sign in after initial settings

After completing STEP.2, you will be able to use the service starting the next day.

If you need to sign in via MFA again, please follow the steps below.

Multi-Factor Authentication is required when signing in from an off-campus network such as at home, a
public Wi-Fi network, or a mobile phone network.

WinAuth

@ Launch WinAuth.

WinAuth

H AR
= |--- oo |

Add o

Web Browser

@ Enter your APU email address and password on the university’'s authentication screen, and click
[Sign in].

© Once [Enter code] is displayed in your web browser, enter the 6-digit number displayed in
WinAuth, then click [Verify].

R RITSUMEIKAN

< rar.1.a@apuacp

Enter code

Enter the code displayed in the authenticator
app on your mobile device

ICode I

I Don't ask again for 90 days I

More information

Having trouble signing in?
Ritsumeikan University
Ritsumeikan Asia Pacific University

Affiliate Schools

® You can remember Multi-Factor Authentication information as follows.
- Web browser: 90 days if you check [Don't ask again for 90 days] when signing in.
- Desktop application: One-time authentication for a long period of time regardless of the above

*Some desktop applications behave the same as web browsers
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