Multi-Factor Authentication: OTP Manager Initial Setup Guide

This is a manual for installing and configuring OTP Manager on a Mac PC.

STEP.1 Install the OTP Manager Software

@ Install the OTP Manager software from the Mac App Store.
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STEP.2 Initial Setup for Multi-Factor Authenticator

Web Browser

@ Using a web browser to sign in to the Multi-Factor Authentication page
(https://aka.ms/mfasetup) with your APU email address and password.

@ \When the [More information required] box shows up, click [Next].
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More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

© When the [Start by getting the app] screen appears, click [I want to use a different authentication

app] as this manual will set up the authentication method using OTP Manager.

Microsoft Authenticator x

Start by getting the app

O@ your phone, install the Microsoft Authenticator app. Download now

r you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app I



https://aka.ms/mfasetup

O On the [Set up your account] screen, click [Next].

Authenticator app X

Set up your account

In your app, add a new account.

@ On the [Scan the QR code] screen click [Can’t scan image?].

Authenticator app X

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next",

Can't scan image?

@ Your [Account name] and [Secret key] will be displayed, so copy the [Secret key].

Authenticator app X

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next".

Can't scan image?

Enter the following into your app:

Account name: FHIE AU n @apu.ac.jp‘ b |
Secret key: mill ¥ = =prnly [Ia)




OTP Manager

@ Launch the OTP Manager and click [Add Token].
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© Tokens Welcome to
e @ OTPManager
Version: 2.1.9 Build: (1563)

13 Move Tokens

More ... No tokens found in the Local Keychain.

About
D Abou [ Install OTPManager on your iPhone and Apple Watch for the full interconnected experience.
& FAQ
@ Changelog ¢ OTPManager now communicates via iCloud and syncs your tokens securely across all your devices.
B3 Send Feedback
© Supportus \_ Use the Global shortcut ".£30" to open the System Toolbar window. You can adjust it in the Settings.

H Legal
89 To get started, add a new token or import a JSON-File or QRCode images containing your tokens.
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@ Enter the following information on the [Add New Token] screen of OTP Manager and click [Add

Token].
Issuer: APU
Username: APU email address

Secret: Secret key of @
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© Import & Export
You are adding Tokens to the Local Keychain
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Kiore Issuer:  APU
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@ Changelog
Advanced Settings >

B2 Send Feedback

@® Support us
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© Make sure that a 6-digit number is displayed on the OTP Manager screen.
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Web Browser

@ Click [Next] on the [Scan the QR code] screen in your web browser.

Authenticator app X

Scan the QR code

Use the authenticator app to scan the QR code, This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next".

Can't scan image?

Enter the following into your app:

Account name: FEEEAIGEE ..n Dapuacip [}

Secret key: mil? - =prulth ]

Back Next

@ On the [Enter Code] screen, enter the six-digit number @ and click [Next].

Authenticator app X

Enter code
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Enter the 6-digit code shown in the Authenticator app.

Enter code

@ Click [Done] on the [Success!] screen.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

D Authenticator app
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® Once you have confirmed that [Authenticator app] has been added to the [Security info] screen,

the setup is complete. Please close OTP Manager and your web browser.
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2 Overview Security info

These are the methods you use to sign into your account or reset your password.
;Q; Security info

Default sign-in method: Authenticator app or hardware token - code
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+ Add sign-in method
Q, Password
Last updated:
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: . D Authenticator app
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EI stings rivacy |_| Time-based one-time password (TOTP)

Y0 Recent activity
Lost device? Sign out everywhere




STEP.3 How to sign in after initial settings

After completing STEP.2, you will be able to use the service starting the next day.

If you need to sign in via MFA again, please follow the steps below.

Multi-Factor Authentication is required when signing in from an off-campus network such as at home, a
public Wi-Fi network, or a mobile phone network.

OTP Manager

@ Launch OTP Manager.

® ® [[J OTPManager - Local + =

Manage your Tokens

OTP Manager & -

APU I 5"
€ Import & Export 000000@apu.ac.jp (eolo]o]e]e)

Web Browser

@ Enter your APU email address and password on the university’'s authentication screen, and click
[Sign in].

© Once [Enter code] is displayed in your web browser, enter the 6-digit number displayed in
OTP Manager, then click [Verify].
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Enter code

Enter the code displayed in the authenticator
app on your mobile device

I Code I
I Don't ask again for 90 days I

More information
e ]

Having trouble signing in?
Ritsumeikan University
Ritsumeikan Asia Pacific University

Affiliate Schools

® You can remember Multi-Factor Authentication information as follows.
- Web browser: 90 days if you check [Don't ask again for 90 days] when signing in.
- Desktop application: One-time authentication for a long period of time regardless of the above

*Some desktop applications behave the same as web browsers
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